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Cos'e GnuPG 1

» “...GnuPG is the GNU project's complete
and free implementation of the OpenPGP
standard as defined by RFC2440 . GnuPG
allows to encrypt and sign your data and
communication....”

 GnuPG ¢ il progetto GNU di una completa e
libera implementazione dello standard
OpenPGP come definito dall RFC2440.
GnuPG permette di criptare e firmare i tuoi
dati e le tue comunicazioni....
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I Cos'e GnuPG 2

* GnuPG € un sitema che, basandosi su una
I chiave pubblica e privata, permette di firmare
| propri documenti (ovvero permette di
autenticare il mittente e di impedire
modifiche), e di criptarli, rendendoli leggibili
solo a se stessi e/o solo ad altri.
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Cos'e GnuPG 3

* |o utente creo una coppia di chiavi, ed un

I certificato di revoca, chiamate chiave pubblica e
chiave privata. Volendo (consigliato) e possibile

mettere una password sulla chiave privata.

 Come dice Il nome, la chiave privata devo
tenerla io, mentre la pubblica posso (devo)
distribuirla.

» Uso la mia chiave privata per firmare | messaggi
e chi li riceve li verifica con la mia chiave
pubblica.
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Chiave pubblica?!

* E' importante che io “distribuisca” la chiave
pubblica, perche altrimenti chi riceve la mia
mail non puo autenticarla e quindi non serve
a nulla.

* E' importante firmare le chiavi di cui si e certi,
INn modo da rendere piu forte uno dei puntsi
deboli del sistema.

» KeyServer.
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I EnigMail

sulla posta con thunderbird, e quindi

* EnigMail permette di portare l'uso di GnuPG
I permette di gestire mail firmate/criptate.

» EnigMail perché ¢ il piu usato/conosciuto.

* Thunderbird perche e veloce, pratico, sicuro,
facile da usare, bello.
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Esempio Pratico:

guest@Tux ~ $ gpg —help

Home: ~/.gnupg

Algoritmi gestiti:

A chiave pubblica: RSA, RSA-E, RSA-S, ELG-E, DSA

Cifrari: 3DES, CASTS5, BLOWFISH, AES, AES192, AES256, TWOFISH
Hash: MD5, SHA1, RIPEMD160, SHA256, SHA384, SHA512, SHA224
Compressione: Non compresso, ZIP, ZLIB, BZIP2

--gen-key genera una nuova coppia di chiavi

guest@Tux ~ § gpg --gen-key
Per favore scegli che tipo di chiave vuoi:
(1) DSA and Elgamal (default)
(2) DSA (firma solo)
(5) RSA (firma solo)
Cosa scegli? 1
DSA keypair will have 1024 bits.
ELG-E keys may be between 1024 and 4096 bits long.
What keysize do you want? (2048) 2048
La dimensione richiesta della chiave ¢ 2048 bit
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Esempio Pratico:

Per favore specifica per quanto tempo la chiave sara valida.
0 = la chiave non scadra
<n> = la chiave scadra dopo n giorni
<n>w = la chiave scadra dopo n settimane
<n>m = la chiave scadra dopo n mesi
<n>y = la chiave scadra dopo n anni
Chiave valida per? (0) 1y
Key expires at dom 23 set 2007 12:30:20 CEST
Is this correct? (y/N) y

You need a user ID to identify your key; the software constructs the user ID
from the Real Name, Comment and Email Address in this form:
"Heinrich Heine (Der Dichter) <heinrichh@duesseldorf.de>"

Nome e Cognome: Zattara Stefano
Indirizzo di Email: stefano@swlibero.org
Commento: Chiave di prova
Hai selezionato questo User Id:
"Zattara Stefano (Chiave di prova) <stefano@swlibero.org>"

Modifica (N)ome, (C)ommento, (E)mail oppure (O)kay/(Q)uit? o
Ti serve una passphrase per proteggere la tua chiave segreta.

Inserisci la passphrase:

06/02/08 Stefano Zattara



Esempio Pratico:

Dobbiamo generare un mucchio di byte casuali. E una buona idea eseguire
qualche altra azione (scrivere sulla tastiera, muovere il mouse, usare i
dischi) durante la generazione dei numeri primi; questo da al generatore di
numeri casuali migliori possibilita di raccogliere abbastanza entropia.

1 S O I I S I s | I T I | | [ v I I I I s s [ I | I I | _+_+
T rrrr-rrere-rrr-r-rrr—rr rrr—rr rrrrrrrrrrrrrrere—r-rr-r-rr-r-rrrr-rrrrrrrrr-r-rr-rrr, rrrri,,
|
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rrrrrrrrrrrr,, T, ,rrTrrrrrrrrrrrrrrrrrrr,rrrr—rrrrrrr,rrrrrr,rrrrrrrrrrrrrrrr1rr1rrrr-—1Trrrrr T TT-——TT1

L e PO PPPRTPPPPRRPIR <tt+t+t++

gpg: key BEE9B66 marked as ultimately trusted
chiavi pubbliche e segrete create e firmate.

gpg: controllo il trustdb
gpg: 3 marginal(s) needed, 1 complete(s) needed, PGP trust model
gpg: depth: 0 valid: 1 signed: 0 trust: 0-, 0q, On, Om, Of, 1u
gpg: il prossimoi controllo del trustdb sara fatto il 2007-09-23
pub 1024D/B6EE9B66 2006-09-23 [expires: 2007-09-23]
Key fingerprint = 779E 98E4 3FC7 D943 495B 9873 B2A4 7892 B6EE 9B66
uid Zattara Stefano (Chiave di prova) <stefano@swlibero.org>
sub 2048g/D9A73A34 2006-09-23 [expires: 2007-09-23]

guest@Tux ~ § gpg --gen-revoke BOEE9B66
sec 1024D/B6EE9B66 2006-09-23 Zattara Stefano (Chiave di prova) <stefano@swlibero.org>

Create a revocation certificate for this key? (y/N)y
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Esempio Pratico:

guest@Tux ~ $ gpg -k
/home/guest/.gnupg/pubring.gpg

pub 1024D/B6EE9B66 2006-09-23 [expires: 2007-09-23]
uid Zattara Stefano (Chiave di prova) <stefano@swlibero.org>
sub 2048g/D9A73A34 2006-09-23 [expires: 2007-09-23]

guest@Tux ~ $ gpg -K
/home/guest/.gnupg/secring.gpg

sec 1024D/B6EE9B66 2006-09-23 [expires: 2007-09-23]
uid Zattara Stefano (Chiave di prova) <stefano@swlibero.org>
ssb 2048g/D9A73A34 2006-09-23

guest@Tux ~ $ gpg --keyserver keyserver.linux.it —send-keys B6EE9B66
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o

* Gnu Privacy Assistant (GPA) e una gui
I (Graphical User Interface) per GnuPG.

» Utilizza le gtk
* emerge -av gpa,; apt-get install gpa; yum gpa
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Creiamo una chiave;

GMU Privacy Assistant - Keyrifgg Editor

File Edt Keys Server Windows Help
¢ o @ ﬂ ¢ @ @
Edit Elirmina Sign Import Export Brief Detailed Aggiorna Files

fﬁ? Keyring Editor

. | Key D ™ | User Marme

D etails

Signatures l

You do not have a private key yet. Do you want to
generate one now (recormmended) or do it later?

Generate key now Do i later

Mo keys selactad

|mo Zattara



GMU Privacy Assistant - Keyrigg Editor

File Edt EKeys Server Windows Help

@ @

Detailed Aggiorna

& W & & &

Edit Elimina Sign Irmport Export

3

Files

Jﬁ? Keyring Editor

» | Key D ™ | User Mame

Please insert your full name.

Your name will be part of the new key ta make it easier far
others to identify keys.

Farward

Cancel

Selected Default Key:
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GMU Privacy Assistant - Keyrifg Editor

File Edt Keys Server Windows Help

3 = =
= (T 43

W & & & @ @ |3
Edit Elimina Sign Impart Export D etailed Aggiorna Files

gpar

ke “éfﬁ? Keyring Editor

Eion
* | KeylD™ | User Marne

_G EHEFﬂtE_k-E'_Ip'
Flease insert vour email address.
Your ermaill address will be part of the new key to make ¢

easier for others to identify keys. If you have several ermail
addresses, you can add further emall adresses later.

Wour Emall Address: |stefano@swlibero. org

Back Forward

Selected Default Key:
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GMU Privacy Assistant - Keyrijg Editor

File Edt Kewys Server Windows Help

o @ & & & [9 @ ®  §

Edit Elimina Sign Import Export Erief Detailad Aggiorna Filas

war| 3,

= e Keyring Editor

(lan

* | Key D™ | User Marme

FEi Eleratf.key

Please choose a passphrase for the new ley.

 Attenzione

Warning: ¥ou have entered a passphrase
that is obviously not secure.

Flease enter a new passphrase.

Rep=sy

Erter new passphrase Take this one anyway |

Back | Forward | Cancel

Selected Default Key: o Zattara




GMU Privacy Assistant - Keyrigg Editor
File Edt Keys Server Windows Help

> § & # € [@ 6 & §

Edit Elimina Sign Import Export Erief Detailad Aggiorna Files

pan . 5
- vqﬁ? Keyring Editor

Jlany

¥ | Key D™ | User Marme

_G EF‘IEFEI:.E_FHE}'
Your key 15 being generated.

Ewven on fast computers this may
take a while. Please be patient.

Back Apply Cancel
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GMU Privacy Assistant - Keyrifg Editor

¢ @ @ | 3 .

Brief D etailed Aggiorna Files

File Edt Keys Server Windows Help

* W & @& &

Edit Elimina Sian Import Expart

-~ P
lEiE_r"lI_!r'Etl-!‘ ke

Your key is being generated.

Ewen on fast computers this may
take a while. Please be patient.

_[mp Keys

Generating backup of key: F1IE3A804

Backup to file: |.|'|'u:-|'ne.l'guest.l'5vac_ke'_-,-'.ascl Browse... |
<:9 o] 4 Cancel ‘

no Zattara

Selected Default Key:



eyring Edtaor

File Edt Keys Server Windows Help

> @ & £ & |@ O @ §

Edit Elimina Sign Import Export Brief Detailed Aggiorna ! Files

{m Keyring Editor

¥ | KeyID ™ | User Mame »

-_-"_E. F1E3ABD4 Zattara Stefano (chiave ditest) <stefano@swlibero. org=

Detals Signatures

Key D | Status | User Mame

F1E3AB04 Unknown Zattara Stefano (chiave ditest] =stefanofswlibero org=

Selected Default Key: Zattara Stefano (chiave di test] = stefano@sw libero org= F1E Eﬁﬂﬂﬂ
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Impostazione Thunderbird
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File Edit Wiew Go Message Toaols Help

Software Installation NSIoNs

& . A B

Get Mail Write Address Bo

A web site is requesting permission to install the

Folders
@ﬁ T| following item:
E!Q stefano@swlibero.org 5
4 Inbox @ enigmail-0.94.1.1-tb1... Unsigned
; —"'?' Drafts fram: file:fffhomefguestfenigmail-0.94
L Templates
5] Sent
_:,j Trash

# ) Local Folders

Malicious software can damage vour computer ar
violate wour privacy.

¥You should only install software from
sources that you trust.

27 Install Cancel Install Now | bt More Extens

|+

=

Unread: 0 | Tatal: 0

iy ﬁ =) @f} @l @ ﬂ,: & 2 oggetti (27 nascosti)

—
\

Desktop enigmail-0.94.1.1-tb15-linux. xpi

(5] n 1 —E - : " -
—




Impostazioni:

File Edit V“iew Go Message

sChe2 Tools Help

& .

2

Get Mail  Write

Addreé_s Book

Decryptierify
Save Decrypted Message

< Automatically DecryptMVerify Messages

Folders

w4 Inbox
ﬂ Drafts

! Sent
&l Trash

) Templates

[+ __,SJ Local Folders

= & stefano@swlibero.org

Delete

- e

Junk  Print St

Clear Saved Passphrase
Reload Message

|'ﬂ | Sender

Sender's Key 3

Preferences

Edit Per-Recipient Rules
kEey Management
Manage SmartCard ...

Debugging OpenPGP 3
Help

About OpenPGP ﬁ-i'sj A

Mozilla Thunderbird is a powerful, open-source mail and

Features

Adaptive Junk Mail Controls
RSS Reader

Global Inbox Support
Saved Search Folders

* & & @

12 _
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Finestra Impostazioni 1

2 [Jper'l_PGF'_rF' re’_r'ere::e_?-

Basic | Sending | Key Selection | PGP/MIME | Advanced | Debugaing|

Basic Settings

GnuPG executable path Browse. .. |

Additional parameters for GnuPG

Passphrase settings

Remember passphrase for |5 minutes of idle time

[ ] No passphrase for user

Keyserver(s):

|r’andnr‘n.sks.keysewer.penguin.de. subkeys.pgp.net, pgp.mit.edu, ldap:/icertserve

Exampie: sks.dnsalias.net. pgp.mit.edu, Idap:ffcertserver. pgp.com

Reset |

Cancel | (8]
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Finestra Impostazioni 2

2 [Jper'l_PGF'_rF' re’_r'ere::e_?-

Basic | Sending | Key Selection | PGP/MIME | Advanced | Debugaing|

Basic Settings

GnuPG executable path usrfbinfgpg Browse. .. |

Additional parameters for GnuPG

Passphrase settings

Remember passphrase for |5 minutes of idle time

[ ] No passphrase for user

Keyserver(s):

|r’andnr‘n.sks.keysewer.penguin.de. subkeys.pgp.net, pgp.mit.edu, ldap:/icertserve

Exampie: sks.dnsalias.net. pgp.mit.edu, Idap:ffcertserver. pgp.com

Reset |

Cancel | (8]

06/02/08 Stefano Zattara



06/02/08

Messaggio Firmato

Hash: SHAL

Test i1nvio mall

Zattara Stefano Linux Registered User : #272233
LugVicenzaMember: vicenza.linux. 1t 1cq : 151050700
Powered by GMU/Linux Gentoo
Powered by GHNU/Linux Debian
### Senza connettivita' K risposte in templ Lunghi ###

e ik ik

#H Se urgente, chiamate al cellulare ###

Version: GnuPG w1.4.5 [GNU/Linux)
Comment: WUsing GnuPG with Mozilla - http: //enigmail. mozdev. org

1DBDEQFFF+6G0yFeqgbwEd JERASwL AJwIK3BXnnvimECpwEL XOKvhx TyVSQCf X0=+
VUdszB81mRVs795a0]F20Vc Y=
=PaTl
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06/02/08

Messaggio Criptato

Charset: IS0-8859-15
Version: GnuPG v1.4.5 (GHU/Linux)
Comment: Using GnuPG with Mozilla - http: //enigmail. mozdev. arg

hQQ0AwT] FlodHbeAEA / /dCwmWIPLRID] Ia20yve CToQIWt RCIprmgol 7RP+4kL z1t
041Z06LYskdpYsKOAXNcMdq) k4G g7aT rnt+d] YLbtBCF BCF L GnyEANgGTgst gMFg
mONCSES1c /SdX2emUpnSzXYHo wsLRgt 86c L ALIGE xQhX4 X1 6sul5XI]cROMnta2x
3fpe3sTqSmvZREGo3Gyg/ 3F] qeXubineyekFUwYbpSE2xBEEVRX3510wTc IWZET
HLS7 GOgktZP97HTL gel 2nMXHNK2MaZU0 7 wolix YPExLgaEv76IRp3ePZyWPTErIv
HCt t z1luleSoBf +RZ3p TWL9RzgVEB4UkaahOM3MpMAuX0g2xst vLEMx4F0ub] QuGG
cBIBDHghve GALWS: Omt cBG2s1bvUht yXq56qMg28f oc1BPa/wUvDSashyYZaeya0
oz+0mASCgPTIEM:Lnl Q0MaY rtsRY 1Xas5]qo2wh3vhMZo04HCEbydcoy30n17 13
O1BkETeIaV4GouXat ZHESE4al QDbpMxX1lgGen X SPoAhaSM rABGlosdEncBghDaZl
gaQEEg+IvDS0allqBz1g0PoCIKonyvkpITmif YVaRByonBiWy1xv73gf BvchESt+
7500HSCBIREPHKS TKWFN20 /BwEeV /me vu3YuXz9PZ1+8Zz090M pge t 4k G5l MOD
AMKy+ZVRpU4Kf 3z1ZKEzDt JgriuxmZSVZ82wdY zpBL YEc wgbPaSkdgT1hx) sAPx]
ah+0IzRxhOHdOPNSZAZ2 180w vEPMYEOUDKL TKRPHI Cud TzonZW TVHUZXPc Kk VLY
] AFF4AF Yrngddt SLOdSLSEMdSELNL wCIkM+IbFIH901bknmldHiaac FCUKe Sx+U2z
SkNfUmsTriroAAJ+kLY+wEczz89LqC7 1Y 77L3uzASOvbmBIKELAr TFBIFSkpAv rf
HOt zBU0cKakl LkOSt GREADH4 16CCEBT AR yZK ddpe PUc m7MUOMNS SukgpFALGSw rl)
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Messaggio firmato e verificato

¥ OpenPGP: UMTRUSTED Good signature from Zattara Stefano =stefano. zattara@ ermail. k=
+| Oggetto: Prowvainwvio miail Da: Zattara Stefano

04:58 PM

Test inwvio mail

Zattara Stefano Lirux Registered User
LugVicenzaMember: wvicenza. Llinux. 1t  1cqg
Powered by GHUSLinux Gentoo
Powered by GHUSLinux Debian
# Senza connettivita', risposte in templ Lunghi &4
i Se urgente, chiamate al cellulare i
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Alterazione messaggio

Hash: SHAl

Test inwvio mail.

Zattara Stefano Lirux Registered User

LugVicenzaMember: wvicenza.linux. 1t  1cqg

Powered by GHUSLinux Gentoo
Powered by GHMUSLinux Debian

Version: GruPG vwl. 4.5 (GHNUSL1iRux)

#2T72233
151850700

Comment: Using GruPG with Mozilla - http: ffenigmail. mozdev. org

1D80BQFFGEUgOyFagbwEd JERARYUAKCx] RKESPW+OKGAIFUZERHY PO/ FwC Y+ v

SeF24d9AMHM+nTf whkXv4H=zNo=
=L502

|2 |
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Alterazione messaggio

Oggetto: | Test invie mail

Hash: SHAl
Test inwvio mail.
Questa & la modifica alla mail.

Zattara Stefano Lirux Registered User

LugVicenzaMember: wvicenza.linux. 1t  1cqg

Powered by GHUSLinux Gentoo
Powered by GHMUSLinux Debian

Version: GruPG vwl. 4.5 (GHNUSL1iRux)

#2T72233
151850700

Comment: Using GruPG with Mozilla - http: ffenigmail. mozdev. org

1DEDEQFFGEUqDyFeqbwEd JERARYUAKCx] RKESPN+OKGA IFUZERHVSPO/Fwlf ¥+ v
SeF24d9AMHM+nTf whkXv4H=zNo=
=L502
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Validazione messaggio

Zattara Stefano Test invio rmiail ¢ 1234 PM
* Zattara Stefano ~ | Test invio mail » 1Z35PM

OpenPGP: UMTRUSTED Good signature from Zattara Stefano =stefano.zattara@ ermail. k=
Oggetto: Test inwvio rmail Da: Zattara Stefano 1234 PM

Test inwvio mail.

Zattara Stefano Lirnux Registered User : #272233
LugVicenzaMember: wvicenza. Linux. 1t  1cqg @ 151050700
Powered by GHUSLinux Gentoo
Powered by GHUSLinux Debian

| Mon letti: 1 | Tatale: 1781 |_}
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Errore sul messaggio

Zattara Stefano

Test invia rail

12:35 PM

[+ OpenPGP: Error - signature verification failed; click Pen icon for details

[+ Oggetto: Test invio mail

Da: Zatktara Stefanso 12:35 PM

Hash: SHAl
Test inwvio mail.
Questa & la modifica alla mail.

Zattara Stefano Lirux Registered User

LugVicenzaMember: wvicenza.linux. 1t  1cqg

Powered by GHUSLinux Gentoo
Powered by GHMUSLinux Debian

Version: GruPG vwl. 4.5 (GHNUSL1iRux)

#2T72233
151850700

Comment: Using GruPS with Mozilla - http: Sfenigmail . mozdewv. org

1D80BQFFGEUgOyFagbwEd JERARYUAKCx] RKESPW+OKGAIFUZERHY PO/ FwC Y+ v

SeF24d9AMHM+nTf whkXv4H=zNo=
=L502

e
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Fonti

* http://www.gnupg.org

* http://keyserver.linux.it

* http://it.wikipedia.org/wiki/RSA
* http://www.google.it/linux

* |IRC

* ICQ
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Domande e Risposte teoria

Next Step: Esempio veramente pratico
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